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Question: 1 


Which three operating systems are supported with Cisco AMP for Endpoints? (Choose three.) 


A. Windows 
B. AWS 

C. Android 
D. Cisco IOS 
E. OS X 

F. ChromeOS 


Answer: A, C, E 


Explanation: 
http://www.cisco.com/c/en/us/products/security/fireamp-endpoints/index 


Question: 2 


Which Cisco Web Security Appliance feature enables the appliance to block suspicious traffic on all of 
its ports and IP addresses? 


A. explicit forward mode 
B. Layer 4 Traffic Monitor 
C. transparent mode 
D. Secure Web Proxy 


Answer: B 


Question: 3 


DRAG DROP 
Drag and drop the Cisco Security IntelliShield Alert Manager Service components on the left onto the 
corresponding description on the right. 
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Answer: 


Question: 4 


Which CLI command is used to register a Cisco FirePOWER sensor to Firepower Management 
Center? 
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A. configure system add <host><key> 
B. configure manager <key> add host 
C. configure manager delete 

D. configure manger add <host><key> 


Answer: D 


Explanation: 
http://www.cisco.com/c/en/us/td/docs/security/firepower/60/configuration/guide/fpmc-config- 


guide-v60/fpmc-config-guide-v60 appendix 01011110#ID-2201-00000005 


Question: 5 


In WSA , which two pieces of information are required to implement transparent user identification 
using Context Directory Agent? (Choose two.) 


A. the server name where Context Directory Agent is installed 
B. the server name of the global catalog domain controller 

C. the backup Context Directory Agent 

D. the shared secret 

E. the syslog server IP address 


Answer: AE 


Question: 6 


Which three protocols are required when considering firewall rules email services using a Cisco Email 
Security Appliance? 


A. HTTP 
B. SMTP 
C. TFTP 
D. FTP 
E. DNS 
F. SNMP 


Answer: ABE 


Question: 7 


What are two arguments that can be used with the show content-scan command in Cisco IOS 
software? (Choose two. ) 
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A. data 

B. session 
C. buffer 
D. statistics 
E. verbose 


Answer: BD 


Question: 8 


Which CLI command is used to generate firewall debug messages on a Cisco FirePOWER sensor? 


A. system support ssl-debug 

B. system support firewall-engine-debug 
C. system support capture-traffic 

D. system support platform 


Answer: B 


Question: 9 


What is difference between a Cisco Content Security Management virtual appliance and a physical 
appliance? 


A. Migration between virtual appliance of varying sizes is possible, but physical appliances must be of 
equal size. 

B. The virtual appliance requires an additional license to run on a host. 

C. The virtual appliance requires an additional license to activate its adapters. 

D. The physical appliance is configured with a DHCP-enabled management port to receive an IP 
Address automatically, but you must assign the virtual appliance an IP address manually in your 
management subnet. 


Answer: B 


Question: 10 


Which Cisco technology secures the network through malware filtering, category-based control, and 
reputation-based control? 


A. Cisco ASA 5500 Series appliances 
B. Cisco IPS 

C. Cisco remote-access VPNs 

D. Cisco WSA 
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Answer: D 
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